April, 2012


HIV/STD 303.002

BREACH REPORT FORM

Section 1: Initial Report (To be completed by the person receiving the initial notice of the suspected breach.)

Type of Breach: 
 FORMCHECKBOX 
 Unauthorized Release of Information
 FORMCHECKBOX 
 Unauthorized Access to Information
Date and Time of Breach:  Date:     

Time:              (Approximate if Unknown)
Location Where the Breach Occurred: 

	

Organization  Name
	Address

	City
	State

	     

	     
	     
	    



Type of Data that was compromised:
  FORMCHECKBOX 
 Personally Identified Individual Record-Level Data   








  FORMCHECKBOX 
 Pseudo-anonymized Data


  FORMCHECKBOX 
 Aggregate Data  

Means of Unauthorized Access or Release of Information:  

	 FORMCHECKBOX 
 Building security
	 FORMCHECKBOX 
 Field investigation
	 FORMCHECKBOX 
 Workstation

	 FORMCHECKBOX 
 Handling confidential mail

	 FORMCHECKBOX 
 Telephone
	 FORMCHECKBOX 
 Electronic data storage

	 FORMCHECKBOX 
 Electronic data transmission
	 FORMCHECKBOX 
 Faxing (facsimile) records

	 FORMCHECKBOX 
 Email

	 FORMCHECKBOX 
 Routine sharing of data

	 FORMCHECKBOX 
 Laptops

	 FORMCHECKBOX 
 Removable storage devices

	 FORMCHECKBOX 
 GPS systems

	 FORMCHECKBOX 
 Personal storage devices
	 FORMCHECKBOX 
 Wi-Fi/blue tooth
	 FORMCHECKBOX 
 Other:      ___ _______________



	Person Submitting This Report:
	

	Name:       
	Agency/Affiliation:       

	Work Phone:       
	E-Mail Address:       

	Date Submitted:         
	Time Submitted:       

	Signature:
 (electronic accepted)                                                                                                 T

	 Person Who Released or Accessed the Unauthorized Information:
	

	Name:       
	Agency/Affiliation:       

	Work Phone:       
	E-Mail Address:       

	Title:       


Section 1: Initial Report (cont.)

	Describe the Suspected Breach that Occurred: 

	     

	Describe Contributing Causes to the Incident:

	     


	Section 2:  Closing Report  (To be completed by Local Responsible Party)

	Did a breach in protocol occur?   FORMCHECKBOX 
 Yes or  FORMCHECKBOX 
 No

Did a breach in confidentiality occur?   FORMCHECKBOX 
 Yes or  FORMCHECKBOX 
 No

Was the breach due to negligence or purposeful in nature?   FORMCHECKBOX 
 Negligence or  FORMCHECKBOX 
 Purposeful    FORMCHECKBOX 
 Unknown
                  If unknown, please explain why unknown?      
Has confidential information been compromised?  FORMCHECKBOX 
 Yes or  FORMCHECKBOX 
 No    FORMCHECKBOX 
 Unknown   

                If yes, what information has been compromised?       

               If no or unknown, please elaborate on your response?      


	Conclusions:

     


	Immediate Recommendations:

(corrective actions)

     


	Long-Term Recommendations:

(corrective actions)

     
Is follow-up action needed:   FORMCHECKBOX 
 Yes or  FORMCHECKBOX 
 No



	Section 3: Follow-up Report (To be completed by the Group Manager/External LRP.)

	Were any disciplinary actions or corrective actions taken to prevent the breach from occurring again?  FORMCHECKBOX 
 Yes or  FORMCHECKBOX 
 No
If yes, then please describe the disciplinary and/or corrective actions that have been taken monthly to prevent the breach from occurring again.

     



This incident has been investigated, the proper officials have been notified, and the corrective actions have been implemented in the event a breach has been confirmed.

	Section 4: Final Signatures

	 Signature: (when appropriate) (electronic accepted )
(Security Officer/Group Manager/External LRP)

     

	Date: 

      

	Typed Name:       
	


I have reviewed and approved the resolution of this investigation and actions taken.

	Internal DSHS LRP Signature(s): (electronic accepted)
     

	Date: 

      

	Typed Name:       
	

	TB/HIV/STD and Viral Hepatitis Unit ORP (when appropriate)
 Signature: (electronic accepted)
     

	Date:

     

	Typed Name:       
	


Breach Reporting Form Instructions

Section 1: This section is to be completed by the staff person who initially identified the breach, e.g. received an email with confidential information, found forms in trash that should have been shredded, lost their documents, etc. 
Type of Breach: Unauthorized Release: Confidential information was provided to someone that should not have. This is the most common and usually involves emails, faxes, misplaced documents, etc.



    Unauthorized Access: Someone with out proper authorization was given access to confidential information. Examples of this would be: allowed into a secure area without authorization, given access to data files without approval, hacking, stolen or using someone else’s password, etc. 

Date: m/d/yyyy   Time: h:mm am/pm (approximate)

Type of Data compromised: personally identified individual record level: information which, when combined with other information, could potentially identify an individual or individuals. This includes but is not

limited to such information as medical record/case numbers and demographic or locality information that describe a small subset of individuals (e.g., block data, zip codes, race/ethnicity data).




 Pseudo-anonymized data; individual record-level data which has been

stripped of personal identifiers (e.g., name, address, social security number) but may contain potentially identifying information (e.g., age, sex, race/ethnicity, locality information) that when combined with other information may identify an individual. If the combining of information could identify an individual, these data are considered confidential.




Aggregate Data: data which are based on combining individual level information; Aggregate data may contain potentially identifying information, particularly if the aggregated

data are very detailed or for a small subset of individuals.
Means of Unauthorized Access or Release of Information: check all that apply.

Person Submitting This Report: This is typically the person who is actually reporting the breach but may also be their manager or Local Responsible Party. This may be the same person who released the information. 

Person Who Released or Accessed the Unauthorized Information:  Person who actually caused the breach. This may be the same as the person reporting. For confidentiality purposes, the person’s position may be used in lieu of their actual name. 

Describe the suspected breach that occurred: Please be detailed here. You can leave out the actual names of people involved in the incident but do include their position. 

Describe contributing causes to the incident: Was the person new? Had they received the training? In a hurry? What types of things may have contributed to the breach happening?

After completing Section 1, please send to the DSHS central office branch LRP responsible for this area or to the unit security officer. Current contact information can be found at the end of this document. 

Section 2: Closing Report 
This section will be completed with the appropriate DSHS central office LRP or external LRP. They may consult with the person’s involved in the incident, their management, the Texas ORP and depending on the nature of the breach other authorities including legal authorities, federal sponsors, agency management and privacy officers. It may take more pages then this report allows including all the information and additional pages will be submitted as part of this document in closing.  

Section 3: Follow Up Report
This section to be completed either by the LRP at an external site or the group manager at the DSHS central office in Austin. 

Section 4: Final Signatures

The security officer, external LRP or the DSHS central office group manager will sign off as appropriate, if they participated in the investigation and remediation, and after investigation is complete. The appropriate DSHS internal LRP will also sign for the unit and the ORP may sign depending on the situation. Electronic signatures are acceptable. 
Contact Information for Submitting These Reports:
(upon completing Section 2, please send to the unit security officer and/or the appropriate DSHS internal LRP with oversight for the area that had the breach.

Unit Security Officer: Can be contacted for assistance in completing the form or other information. 
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