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July 28, 2004


Subject:  HIPAA and State Confidentiality Provisions That Everyone Should Know

Dear Health Workers and Professionals:

Much has been written about HIPAA, the Health Insurance Portability and Accountability Act, since the law was passed in 1996.  The purpose of the act was two-fold:  administrative simplification and privacy.  The administrative simplification provisions were intended to reduce the number of forms and methods used by health insurers.  The privacy and security provisions were to set minimum standards for the use and disclosure of individually identifiable health information, also sometimes called protected health information or PHI.   


There are common elements in HIPAA and many Texas health statutes relating to PHI.  PHI is confidential and can be used and disclosed only: 1) with the permission of the individual, or 2) if there is an exception within the statute that makes the information confidential, that allows for disclosure in certain listed circumstances.  Disclosures can be made only with consent or permission and/or if they comply with a listed exception.

HIPAA and Public Health

Some basics bear repeating: All individually identifiable health information is confidential. 

HIPAA allows public health to use and disclose protected health information, but 
you can still violate HIPAA if:

· You act outside your authority, or 

· There is no exception under HIPAA or a state law that permits disclosure.

Example:  An employee at a public health clinic learns through their job that a patient who comes to the clinic is being treated for Hepatitis C.  The employee, while at lunch one day, sees the patient working at a restaurant.  The employee doesn’t think the patient should be handling food with Hepatitis C and tells the manager of the restaurant that the worker is Hep-C positive.  This employee has violated HIPAA (and a state confidentiality provision).  Why?

· The employee was not a food and drug inspector—no authority, and

· Hepatitis C is not a disease that requires exclusion under the food and drug rules—there is no exception for the disclosure for public health purposes.

Unless it is a part of your job to use and disclose information and you know the exception in the law or rule that allows or requires you to make the disclosure, it is wisest to ask questions and get clarification.

The consequences of disclosure of individually identifiable health information to another person can be severe, including fines up to $250,000 and/or imprisonment for up to 10 years.  

Questions regarding HIPPA can be submitted by email to:  Joan Carol Bates, Assistant General Counsel, at Joan.Bates@tdh.state.tx.us

