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TxPHIN Requirements

1.
2.

Computer
Internet Access

3. WinZip file compression and encryption software

Requesting Access to TxPHIN

1.

Download and complete PHIN access request form from wwuw.texastb.org or request from
PHINAccess@dshs.state.tx.us.

e Be sure all parts of the form are completed, including your Local Responsible Party (LRP)
signature and authorization.

e If you do not know your designated LRP, contact the privacy officer, TB manager or
communicable disease (CD) manager in your program.

Complete the TB/HIV/STD Data Security and Confidentiality Training and sign the TB/HIV/STD
Confidentiality Agreement if you have not done it within the past 12 months.
e IMPORTANT: Please return completed agreement to security officer, Stanley See
(Stanley.see@dshs.state.tx.us) and copy PHINAccess@dshs.state.tx.us.

Create your PHIN account using the following steps:
e Go to https://www.txphin.org
e Under the login box, click on “Sign Up ” underneath the email and password section
e Fill out all required fields to create your PHIN account

Your request will be verified and, if approved, you will receive an email confirmation.

You will now be able to log into your account and see the access you requested:
e (o to hitps://www.txphin.org
e Enter the email and password you used when you created your PHIN account
e C(lick “Log In”
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mailto:PHINAccess@dshs.state.tx.us
mailto:Stanley.see@dshs.state.tx.us
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Preparing Documents for Upload

1. Right click the file you wish to prepare for submission.

2. Select “WinZip”. vl

R Print
1-Zip

3. Select “Add to Zip file...” Scan for Viruses..

Open with
Share with

Voltage Securefile

Q@ WwinZip

Restore previous versions

Send to
Cut
Copy

Create shortout
Delete

Rename

Properties

GoObOOL

- Q
’ ] anld
AL Address Book
W Filter E-mad +
Add 10 Zip fie..
Add 1o Tews 01-2015_CongregateSettingsReport.oip
Add to recently used Zip file

Zip and E-Mad Travis 01-2015_CongregateSettingsRepot.op
Zp and E-Mad Plus....

Configure

ST 8P NN

Zip files and encrypt before uploading to
TxPHIN to protect health information




ok

Check the option to encrypt added files.
Select “Add”.

Add Files [ = ]

Select options for the files being added

File name Destination

Type @ name for the Zip file: Ci\Users\CTemendoza2561\Desktop!
Test.zip Change Destination
Compression Type Filters

(®) Zip: Legacy (max. compatibility) (® Nofiltering

() Zipx Best method (smallest size) () +** Full Path

O ++= HidfSys

Encryption (O +*.% Full Path,Hid/Sys
W] Encrypt files >
Conversions
I convertto POF >
] Resize photos >
[Iwatermark >
Add v

A “WinZip Caution” dialog box may appear.
Select “OK”.

W

L& You should be aware of the advantages and

&%= disadvantages of the various encryption methods before
using this feature. Please press the F1 key for more
informaticn, particularly if this is the first time you are

using encryption,

[ Deon't display this message in the future

Enter your password twice in the “Encrypt” dialog box. Strong passwords contain letters,
numbers and symbols.
Select “OK”.

= )

This password will remain in effect for all files that you add to or unzip from this Zip file

Zip file and encrypt with

until the Zip file is closed. password here BEFORE
PASSWORD POLICY: Password must be at least & characters long. UPIOQding to TXPHIN
Enter password:
Jr— Password Tip:

Re-enter password (for confirmation):

presseseee Use a di.fferenf pa?sword
every time you zip and

[M] Hide the password encrypl‘ a file.




10. An “Add Complete” dialog box may appear.
11. Select “OK”.

T e

I Your files have been added. The files will be compressed when

Space savings: 2.62 KB (24%)
Total files: 1

Total size before compression: 11.06 KB

Total size after compression: .44 KB

Original Compressed

DEDO not display this dialog in the future!

12. The encryption process is complete once you see the WinZip file extension.

~ Test.docx 5/10/2016
Type: Microsoft Word Document 111 KB
. Testzip 5/10/2016
%l | Type: WinZip File 861 KB



Uploading Documents

Login
Once training has been completed and access approved, you may access the TXPHIN.

Go to: www.txphin.org.

= TXPhin: sessions/new - Windows Internet Explorer

@:. (B2 hetps txphin.org S8 (B)[%) ] [& e Bk

File Edit View Favorites Tools Help

<y Favorites % v B 0 @ - Pagev Safety~ Todsv @~

[¥9 T¢Phin: sessions/new

txphin About TXPHIN Sign Up Sign In

The Texas Public Health
Information Netwerk

Sign In to Your Account

x5y TEXAS
hﬁ Department of State Health Services ¢,y

The Texas Public Health Information Network (PHIN) is an online portal 2
Password
containing a collection of applications which provide users with a range

of functions to carry out public health preparedness goals and duties

Click here for a tutorial on registering and navigating the PHIN, and
here for Health Alert Network (HAN) training O Remember me

| Need an account?

& |

To learn more about TXPHIN, please visit About TXPHIN \ Log In

Done € Internet ¥a v Rioow -

Sign in to your account with your username and password. (If you have forgotten your password,
select “Forgot password?” to reset.)

Sign In to Your Account

Email
email@example.com

Password

Forgot password?

Remember me

Meed an account?
Log in | Signup.


http://www.txphin.org/

Uploading

1. On the home page, click the “Documents” tab at the bottom to access your folder.

txphin  HAN - Tutorials -

_

ARE YOU READY - OR NOT?

“STARTYOUR PLAN HERE™

Emergency Preparedness and Response

The CDC Emergency Preparedness and Response website is CDCs primary source of information and resources
for preparing for and responding to public health emergencies. This site continues to keep the public informed
about public health emergencies and provides the information needed to protect and save lives.

COC Home

Centers for Disease Control and Prevention

COC 247 & 9

NHC Atlantic Outlook ~

nhewebmaster@noaa.gov (NHC Webmaster)

Thu. 17 Sep 2015 14:33:14 GMT

2. Click the “+” sign next to “HIV and TB files” to expand the list of available folders.

Dashboard

My Documents

| i—— -~ This folder is empty

‘ + HIV and TB files ’

C — ]

Documents Forums Links



3. Click the “+” sign next to “Central TB” to expand the list of available TB folders. Your
list may look different depending on your level of access.

(= Ext Dashboard - Windows Internet Explorer,

G::;r w |88 bitps /v kxphin,org/

File Edit ‘Wiew Favortes Tools Help

(2] [4#] [ (2 e zcorch 2]

o Favores | Ext Dashboard

‘_ - 2] omh - Page~ Safety~ Tooks+ @~

prh’i’n HAN - FAQs *  Tutorials - Find People  About TXPHIN  Christina Rogers ~

Dashboard | Documents: My Documents *

CE S [T =

£ My Do it = This folder is empty
\| S My Documents
= HN and T8 files
- . Created At:
HN and TB files Modfied
At

off Create New Folder
o

d CentralTB

Upload New File

Refresh &% Add Folder

( == ]

Documents  Forums  Links Need Help? Email: phinadmin@dshs.state.tcus

Dane & Irternet Sy v B0k v

Dashboard | Documents: My Documents *
Folders My Documents 2]

»

Q.

Expandec

g Conta-TB My Documents
'+ Chapter 89 Facilities
REE=E Created At:
Hearlland Modified At:
4 Region 45-Comm Disease Unit )
4+ Target Tesfing ﬁ Create New Folder

4/ TB- Ausiin

4/ TB- Collin County

'+ TB - Beaumont- Jefferson County

Folder

View

4

4 TB-
4 TB-
4 TB-
4 TB-
4 TB-
4 TB-

\ 4 TB-

4 TB-
4 TB-

Dallas
ElPaso
Ft. Bend
Galveston
Harris
Houston
Reg1
Reg 11
Reg 2/

~ 1S ) B B | B P e 0 ) el el ) ) ) ) B

Refresh &' Add Folder

This folder is empty

4

N

[ Unload New File

inadming@dshs.state.teus

Note: Never post any document to TB Net’s stand-alone or Registry sub-folders. Those folders are exclusively

for communication between TB Net and the Registries.



Locate the folder where you wish to submit the zipped file and double-click the name of

the folder.

o NOTE: Documents should be uploaded to your jurisdiction folder. Refer to
‘Customer Support’ section at the end of this document for reporting questions.

(= Ext Dashboard - Windows Internet Explorer

%ﬁ 7 Fittps: i bephin.arg 2|

V‘ |E‘ ‘E”X‘ |l'.7 Live Search ||ﬂ|

File Edt View Faworites Tools  Help

{; Favarites | Ext Dashboard

txphin  HAN - FAQs - Tutoriaks -

Dashboard | Documents: My Documents %

\ Hy Documents < o}

2 HIV and TB fies

Centra-HIV
3 Centra-TB
4 Region 4/5-Comm Dizease Unit
Reports from Barbara
12 TH- Austin
4 T8 - Colin County
4 TH - Corpus Christi
i1l T8 - Dalas
13 TB-ElPaso

3l TB-Galveston

3 TB-Houston

[©l TH-Reg1

14 TB-Reg 11

14 TB-Reg 23

14 TB-Reg 56

14 TB-Reg8 |

Refresh &' Add Folder

[ Search

)

ﬁ © = @ v Page~ Safety - Todk~ @-

»

voms 5

Thiz folder iz empty

FindPeople ~ About TXPHIN  Christina Rogers ~

My Documents
Crezfed At

Modfied
At

08 Creste New Folder

% Upload New Fie

Documents  Forums  Links

Done

Need Help? Email: phinadmin@dshs.state.bous

& intemet G B0k v




5.

Click “Upload New File” on the right-hand pane.

5
wl |‘_y il |“' Live Search HEE'
\

m v [ @ - Pager Safety v Todk - @+ o

(= Ext Dashboard - Windows Internet Explorer

G@ @ Fiktps: um bxphin.arg/ et/

Flle Edt View Favortes Tools Help

<l Favorites I Ext Dashboard

lxphﬁl HAN - FAQs = Tutorials ~ Find People  About TXPHIN  Christina Rogers ~

Dashboard | Documents: Reports from Barbara ]

My Documents - 8 -

]

[ HWV and TB files
Central-H

eports from Barbara
[SERSI g

© Upioad New Fie )

AugustRpt_2011C
Central-TB ases.zip

It} Region 4/5-Comm Disease Unit

Reports from Barbara
1 T8 - Austin ["® upload New Fie

w

It TH - Colin County
1+ TB - Corpus Christi
14l TH - Dalas

1d TB-ElPaso

1 TB - Galveston

12 TB - Houston

1z TB-Reg1

1+ TB-Reg 11

i+ TH-Reg 23

4 TB-Reg 55

# TB-Reg8 v

[ Searh )

Documents Forums Links Need Help? Email: phinadmin@dshs.state.bous

Dong | | & mtemet - Kiooe -

Input the path of the file you wish to upload by clicking “Browse”, selecting the file you
want to upload, and then clicking “Open”.

{= Ext Dashboard - Windows Internet Exploren \ZHEHX\

G+ [@osiomvotnogos ) (B8] (2] [<] [ vie search 2]

Flle Edt View Favortes Tooks Help

i Favorites IExtDashhnard lil T [ @ - Pags~ Safsty~ Tods- @
D A AQ bout TXPH

Dashboard | Documents: Reports from Barbara *

1y Documents: v A _
q Reports from Barbara
B HIV and TB fiies
Created At: 8/29/1102:25 PN
centay AugustRpt_2011C
3 ContalTB o [:to_dﬂad 8/29/11 02:25 PH
I+l Region 4/S-Comm Dizease Unit

Reports from Barbara
1o TB - Austin
14 TB - Colin County
il TH - Carpus Christi

4 TB - Dallas. Cancel

|4 TB-ElPaso

% Upload New File

File: [Bonse.. ]

i1l TB - Galveston

1l TB - Houston

=l TB-Reg1

=l TB-Reg 11

iHl TB-Reg 23

iHl TB-Reg 56

il TB-Reg8 -

[ Search ]

Documents  Forums  Links Need Help? Email: phinadmin@dshs.state.tuus

| @ Intermet a0 v




~

Note: Your file must be encrypted as a WinZip file prior to uploading. If you have not yet zipped and encrypted
your file, refer to ‘Preparing Documents for Upload’ on page 2.

Choose File to Upload
Look if: I@Desktop j O F e -

@ (3 Documents Eregform[l]
I i Ty Computer B shorkout to |
MyRecent &My Metwark Places o Shorkout to |
Documents E Adobe Reader 2 @Shortcut ko E
@ [£] DSHS REMEDIATED Tl T1ms
() 5huff Elwinzip 15.0
Deskiop (L) TE Reqistry Conference Tzph_t380

by Documents

Files/Folders in Zip file: 1
B Inkey 2ph_1369,pdf

[P | Microzaft Gffice Gutlook 2005

=

= o
Iy | \

[=}

a |

=

m

B PHIN
£ | |
My Metwork. File name: IDen'u:u Zip file j
Places
Files of type: IAII Files [*.7] LI

The file path now appears in the “New Document” pop-up.
Click “Save” to upload.

(= Ext Dashboard - Windows Internet Explorer

&o- rehnaraio) ¥[8 #)[x) [ e zeat =

File Edt ‘View Favortes Tools  Help

i Favorites |EX[Dashhm,d ‘_ [ [ e - Pagev Safetyv Toos+ @+

txphih HAN~  FAQs -  Tutorials - Find People  About TXPHIN  Christina Rogers -

Dashboard | Documents: Reports from Barbara %

N T =

My Documents - A _
=5 Reports from Barbara
=2 HWV and TB files
Created Af: 8/20/1102:25 PI
Fenia AugustRpt_2011C
T s e Modfied  8/29/110225 P
'z Region 4/5-Comm Disease Unit

ophea [ponvocimene ______________"| gt i
New
& TB - Austin © Upload ew Fie

& 7B - Colin County Filez |C ‘Documents and Settings\crogers018\Deskten\Demo Z\pﬂ\” Browse... ‘
& TB - Corpus Christ
) TB - ElPaso

3 TB - Galveston

& TB - Houston

4 TB-Reg 1

& TB-Reg 11

4 TB-Reg 213

4 TB-Reg 56

4 TB-Reg8 v

( soaen ]

Documents  Forums  Links Need Help? Email: phinadmin@dshs state.bous

& Intermet vl WI00% v
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Your posted file now appears in the folder.

(= Ext Dashhoard - Windows Internet Explorer.

@ @ |[F s i buphinorg e/ ] (2] [%2] [ [ e search
File Edit ‘Wew Favortes Tooks Help
i Favaries IExt Dashboard I_w & - [ @ v Page Safety~ Took (@) o

lxph]"n HAN - FAQs - Tutorials ~ Find People  About TXPHIN  Christina Rogers ~

Dashboard | Documents: Reports from Barbara '/

i i u

My Decumentz - &)

Reports from Barbara

& HIV and TB fies
Created At: 8/20/1102:25 P

Central-HV'
AugustRpt_2011C  Demo_Zip_file.zip

= CentrakTB ases.zp

Modffied  B/29/1102:25 P11
Af:
3 Region 4/5-Comm Disease Unit

Reports frem Barbara

) TB - Austin ? Upload New Fie
3 TB - Colin County

3l TB - Corpus Christi

4 TB - Dallas

3 TB-ElPaso

¥ 75 - Galveston

4 TB - Houston

@ TB-Reg1

@ TB-Reg 11

4 TB-Reg 22

[ TB-Reg 56

1 TB-Reg8 il

( o )

Documents ~ Forums  Links

Need Help? Email: phinadmin@dshs.state.tous
Done & mmternet v R
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Emailing a Report Notification

Once you have encrypted your file and posted it on the TXPHIN, email the intended recipient of
your document to:

1. Alert your contact that you have posted your encrypted document to the TXPHIN
2. Provide the folder and file name where the document is posted
3. Provide the encryption password to open file
Note: Only communicate the above information with the person intended to receive the report. If

you do not know who should receive your email, contact your region or DSHS central office.

Example of an email report notification:

To: ReportsEmailExample@dshs.state.tx.us

A report for [Jan 20XX] has been uploaded to the [20XX Cases] folder within the [TB-Region]
folder.

File Name: Name of Document or Report

Password:

Your name

Title

Phone Number

TB Program Information

*Note: Please do not use protected health information (e.g. name and date of birth) to name the file. If
applicable, name your encrypted WinZip file in accordance with the naming convention requested by the
recipient.

Note: Uploaded files only remain active in TXPHIN for 30 days. Files are automatically
purged/deleted after 30 days.

12




Deleting Files

1. Select the file.

ndows Internet Explorer

O—‘G\.’Y @ [ Fetpsii o trphin.org e

) (B [F#) <] [ com 5omen

X

|28

File Edit VYiew Favorbes Tools Help

sl Favorkes | [I¥ Ext Dashboard

txphin HAN - FAQs -  Tutorials -

Dashboard | Documents: Reports from Barbara %

Iy Documents v 4
o HIV and T8 fies
Central-HIV
o CentralT8
1l Region 45-Comm Disease Unit
Reports from Barbara
o TB - Austin
= TB - Colin County
@ TB - Corpus Christi
il TB - Dalas
2l T8 - ElPaso
1l TB - Galveston
=l TB - Houston
= TB-Reg 1
©l TB-Reg 11
= TB-Reg 273
= TB - Reg 558
ol TB-Reg 8 v

( searh J

- =) @ v Pagev Safety - Toos+ @

»

Reports from Barbara

AugustRpt_2011CY Demo_Zip_fie.zip
ases.zip

FindPeople  About TXPHIN  Christina Rogers ~

Reports from Barbara
Created At 812011 02:25 PM

Modified 8/29/1102:25 PM
At

% Upload New File

Documents Forums Links

Done

Need Help? Email: phinadmin@dshs. state.tous

@ Internet v W% -

2. A list of options will appear on the right. Click “Delete File”.

(= Ext Dashboard - Windows Internet Explorer

G‘\ w || Fepss e bephin.orgiext

(&[] [x] [ e searcn

|
|[2L]

File Edt View Favorites Tools  Help

/i Favorites | [ Ext Dashboard

txphih HAN- FAQs -  Tutorials -

>

i [0 @ - Page- Safety~ Toos~ @<

Find People  AboutTXPHIN  Christina Rogers ~

Dashboard | Decuments: Reports from Barbara %
froders | Reports rom Barbare =
Iy Documents < & [ Demo. 2. fle2ip
S HIV ang T8 fies o
CentralHIV R File Size: 721KB
B ”9":;::‘;;‘;0”: Created At: 920111 03:03 P
) Region 4/5-Comm Disease Unit mdnﬁed 9120111 03:03 PM
Reports from Barbara = -
 TB- Austn \ =
2 T8 - Colin County [ Replace Fie
3 TB - Corpus Christi >
2 TB- Dalas [ Coovto My Foiders
4 TB-ElPaso L
2 18- duventon ¥ Ugload ew Fie
4 T8 - Houston
[ TB-Reg1
1 TB-Reg 11
[ TB-Reg2/3
4 TB-Reg 58
4 TB-Reg8 9
[ Search ]

Documents Forums Links

Done

Need Help? Email: phinadmin@dshs.state.tcus

Inkernat ¥y - | oo <
3
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3.

4.

Select “Yes” to delete the selected file.

(= Ext Dashboard - Windows Internet Explorer

o w B itps: v txphin orglest] < [B][#5] [ %] [ tive soarch o|-
L2 (&) 21X

Fie Edit View Favortes Tools Help

¢ Favorltes | [ Ext Dashboard - [ dmb - Pager Safety~ Tadlst @+

txphin HAN - FAQs -  Tutorials - FindPeople  About TXPHIH  Christina Rogers ~

Dashboard | Documents: Reports from Barbara '

CE S =

My Documents - A

[£] Demo_Zip_file zip
3 HIV and T8 fles
File Size:  721KB

CentralHIV P -
ugustRpt .
3 Centrak-Te ) Created At: 9/20/1103:03 PM
Regien 4/5-Comm Disease Unit Modified 9/20M11 03:03 PM
At
Reports from Barbara
T8 - Austin Delete File I Dewnioad Fie
TB - Collin County 9 Are you sure you would like to delete this file. %Re lace Filg
4 )
o
T8 - Corpus Christi Ny 9 Detete File
TB - Dallas. ' m 7 Coov to Iy Foiders
TB-ElPaso | |
8 - Galvestan o
@ Upioad Hew File
B - Houston
TB-Reg 1
TB-Reg 11
TB-Reg 23
TB-Reg 56
TB-Reg 8 v
i Search ]
Documents  Forums  Links Need Help? Email: phinadmin@dshs.state.tx.us
Done & Internet Gy v W00k -

The file will be deleted from the folder and TxPHIN.

(= Ext Dashboard - Windows Internet Explorer

(< [ R e =) (&% ¢ [ e searen | 2]

Fie Edt View Favorites Tools  Help

¢ Fvartes | [BExt Dashboard - [ @ - Page~ Safety~ Toos+ @+

txphih HAN - FAQs -  Tutorials - Find People  About TXPHIN  Christina Rogers ~

Dashboard | Documents: Reports from Barbara %

N [T 0

Iy Documents v 4

Reparts from Barbara
Created At: 812011 02:25 Pl

o HIVand T8 fies

EentrakAl AugustRpt_2011C
o CentrakTs ey
2l Region 45-Comm Disease Unit
Reports from Barbara

12 TB - Austin [ Upload New Fie
=l TB - Colin County
=l TB - Corpus Christi
2l TB - Dalas
\H TB - El Paso
4 TB - Galveston

Modffied 829110225 P
At

3 TB - Houston

H TB-Reg 1

3 TB-Reg 11

3 TB-Reg 23

2l TB-Reg 56

@ TB-Reg 8 v|

[ = ]

Documents Forums Links Need Help? Email: phinadmin@dshs.state.b.us

Done @ Internet 45 v ®Bion -

NOTE: Files remain active in TXPHIN for 30 days before being automatically purged. For maintenance
purposes, please delete your file after you receive email confirmation from the recipient that the file was
downloaded.
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TxPHIN Quick File Upload Guide

1. Zip your file with encryption and password

Find and select files on your computer

o &

Open WinZip by right clicking the file you would like to zip and encrypt
Click “Add to Zip file”

Click “Encrypt added files”

Click “Add and OK”

Enter Password twice and click “OK”

- D o O

g. Choose a target location for your file, type a name, and click “Save” or the file
will show a WinZip file extension with the same naming convention

2. Go to the TXPHIN Website: https://www.txphin.org
Sign in to your TXPHIN account with your email address and password

3. Locate the folder you wish to submit your document on the TXPHIN
4. Upload zipped and encrypted file to the appropriate folder
5. After upload is complete, send email to the intended recipient, including the name of the

folder location, file name, and WinZip encryption password.

6. Delete file after receiving email confirmation from intended recipient at DSHS.

15
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Customer Support

Tuberculosis Surveillance Report Questions:
Daniel Castillo: TBSurveillance@dshs.state.tx.us (512) 533-3033

Tuberculosis Congregate Settings Report Questions:

CongregateSettings@dshs.state.tx.us
e  Target Testing questions
e Chapter 89 and LTBI Monthly Report questions

Hansen’s Disease Report Questions:
Kirbi Woods: Kirbi.\Woods@dshs.state.tx.us (512) 739-1826

Tuberculosis Incident Report & DGMQ Report Questions:
TBEpiEvaluation@dshs.state.tx.us

Tuberculosis Cohort Review Report Questions:
Robin Beatty: TBEpiEvaluation@dshs.state.tx.us (512) 533-3148

Tuberculosis Annual Report Questions:
Robin Beatty: TBContractReporting@dshs.state.tx.us (512) 533-3148

New TxPHIN User Requests:

PHINAccess@dshs.state.tx.us
e Request or change user access
e Technical assistance and general TxPHIN questions

Security & Training Questions:

Stanley See: Stanley.See@dshs.state.tx.us (512) 533-3038
e  Security Training and general security procedures
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