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[bookmark: _Toc13478752]9.5.8 Internet Contact Pursuit
The following standards are designed to assist trained Disease Intervention Specialists (DIS) at regional and local health departments in accessing individuals and their identified social networks using Internet websites, online social networking applications (apps), text messaging, and electronic mail (email). DIS who use these methods of communication must still maintain the high standards associated with more traditional contact procedures. Maintaining confidentiality, providing accurate and culturally sensitive health education and risk reduction messages, providing referral information and performing case management activities must be part of any investigation (including using the Internet) to contact individuals exposed to disease. 
The following standards cover the components of Internet Partner Services (IPS), issues related to confidentiality, the use of emails and text messaging to initiate partner services and ways to identify yourself as a health department employee. Examples for contacting individuals using online-based platforms as the referral mechanism are also provided. Local and regional health department STD Program staff should consult with their supervisors and Information Technology (IT) departments about these activities prior to implementing any of these recommendations.
[bookmark: _Toc13478753]9.5.8.1 Internet Partner Services (IPS) Components
Partner services activities involving email, messaging, or social networking apps must follow the established guidelines for telephone contacts. Online partner notification should stress the need for immediate communication with the DIS. Person-to-person and phone contact is the preferred method of communication, followed by email, text, and online messaging. Communications should include the DIS name, office location, and phone number. No specific medical information relating to the possible exposure to a specific HIV/STD should be provided until the DIS has reasonable assurance this individual is the person the DIS is trying to locate.
As is normal practice in all interviews, identifying information from the original patient or partner (address, physical description, aliases) is used to assist in confirming the identity of the person being investigated. If there is any concern about the identity of the individual or the confidentiality of the situation, the DIS should seek more traditional means for providing information to the individual.
Send all online communications: 
· Confidential;
· Of high importance; and
· With an automatic request for notification when the message is read.
Never use a private email, messaging, or social networking account to conduct health department or DIS business. 
Never send a group email (if email addresses are provided for more than one partner, suspect, associate, etc.).
There will be occasions when a DIS has only an individual’s screen name associated with an Internet app. Sometimes an email can be sent to the individual directly through the app. If an email is not possible, the DIS and supervisor need to determine if the use of a private message is an appropriate mechanism to provide partner services.
[bookmark: _Toc13478754]Creating Profiles, Screen Names, and Email Addresses
To access many of the online applications to conduct internet partner notification (IPN), programs may need to create a user or member profile. DIS must have supervisor approval to create a user or member profile. It is recommended that an official health department email be associated with the profile. The official health department logo should be used as the image and other identifying information should be provided respective to ISP/website protocol for health departments. Several sites will not allow logos and require the profile image be a person. In these cases, a photo of the DIS standing in front of their building, clinic, or signage that signifies their official capacity may be sufficient. DIS must get supervisor approval to ensure an appropriate profile image is selected for the account. Never use a personal profile or screen name to conduct DIS business.
Example of possible Texas DSHS DIS Profile:
Screen name: statehealth1
Name: John Investigator
Location: Anywhere, Texas
Occupation: I am a Disease Intervention Specialist with (agency).
Hobbies & Interests: I’m passionate about public health and preventing disease.
Pictures: For more information, visit our website (URL)  
[bookmark: _Toc13478755]Interviewing and Elicitation
While interviewing the patient, the DIS should make every attempt to establish rapport with the patient, making it clear that the information the patient provides will be confidential and very helpful to the DIS, the patient, and the patient’s partners. The DIS can incorporate elements of patient-centered counseling by acknowledging and treating the patient as a partner in reducing additional HIV/STD in their community. 
[bookmark: _Toc13478756]IPS Specific Parts of the Original Interview
IPS-related questions should be asked in all interviews, whether the patient specifically mentions online venues/applications or not. Until the original patient (OP) indicates otherwise, it can be assumed that the OP has met or communicated with at least one of their sex partners through virtual or technology-based media. When interviewing patients, DIS can ask about sex partners met through online networking by using open-ended questions and specifically naming known websites used for sex-seeking. This helps to let the patient know the DIS is familiar with and comfortable discussing such venues. 
At a minimum, it is important that DIS attempt to obtain OP screen names, associated venues (website, mobile app), email addresses, and to verify physical locating information. This information will be useful if a partner references the OP in an interview. Furthermore, in future cases, if the OP’s screen name is named as a partner, locating information will already exist in the database and partner notification can be initiated. It is equally important for DIS to gather and confirm the exact spelling of partner screen names, email addresses, and physical locating information. When the real name of the partner is unknown, document the screen name or email address in the last name and in A.K.A sections of the field record in THISIS. Other information such as websites, specific mobile applications used, plus days and times for contact should be documented in the notes section of the field record. Confirming the exact spelling is extremely important because often numbers and characters are used in lieu of letters (i.e., Man4you vs. Manforu). However, it is important to remember that all information provided within a profile is subject to change and the profile can be deleted at any time. Lastly, DIS can ask about physical locations where sexual encounters took place such as a person’s home or hotel. This information can help give an approximate geographic location of a partner.  
[bookmark: _Toc13478757]Access to Internet/Mobile Devices During the Interview
Having computers and mobile devices that can access the Internet available during the interview can improve the information obtained during an interview. Having access to named websites allows the OP or the DIS to immediately log on to that site to access and verify information about sex partners and can lead to an increase in the number of partners named. Notification emails can also be sent to all sex partners at the time of the interview either through the program’s profile or from the OP.  
Programs should ensure a cell phone charger is present in all interview rooms that is compatible with all major cell phone brands. This will allow patients to have access to their cell phone and social media contacts during an original interview.
[bookmark: _Toc13478758]Geographic Location of a Partner
Prior to initiating internet partner notification (IPN), it is important to attempt to obtain and confirm the geographic location of the individual being contacted. Knowing the geographic location of the sex partner will allow the DIS to confirm whether the client resides within the DIS’s jurisdiction and provide appropriate referral information (i.e., clinic locations, clinic times). The physical location of a website member is often listed within the individual’s online profile. However, the true physical location of a partner may not be known until contact is made due to the ability to change location within many online and mobile sites. The location of a profile at any given time may not actually reflect the user’s residency, but instead may indicate that the partner is “surfing” the site for members in that geographic area.
[bookmark: _Toc13478759]Out-of-Jurisdiction Issues
Email addresses and screen names with an identified geographic location outside of a program’s jurisdiction may require that an out-of-jurisdiction (OOJ) field record be initiated. It is important to discuss the situation with the appropriate program in the jurisdiction in which the partner is believed to reside to understand that jurisdiction’s protocols for handling Internet locating information and IPN. Established standards of practice for handling OOJ should be followed unless these situations are handled on a case-by-case basis.
[bookmark: _Toc13478760]Language Used for Internet Partner Notification 
The language used for partner notification varies, depending on several factors, including the specific person to be reached, the channel (e.g., email versus a website versus text) used to contact a person, and the type of infection that the person has been exposed to. These notifications must be in compliance with requirements set out in the Texas Health and Safety Code, Section 81.051 regarding Partner Notification Programs and Section 81.103 regarding Confidentiality, Criminal Penalty.  
Avoid discussing specific medical information until you are comfortable communicating with the appropriate individual. Verify the individual’s identity, and ask him/her to call you, or arrange a face-to-face meeting to discuss the situation.
If you cannot convince the contact to call or meet, the notification can proceed much like a telephone contact including: notification of possible exposure, information about the disease in question, an appointment or referral for exam and treatment, and a problem-solving discussion about barriers to completing the exam process. Complete locating and identifying information should be elicited and documented in the patient record.
Many websites and apps restrict the number of contacts for public health notification. Please adhere to their guidelines.
Legitimacy of the notification is enhanced when the following information is included: name of the contacting DIS, program or health department affiliation, contact information, and a brief message encouraging the partner to contact the DIS as soon as possible.  
Other information can be included, space permitting, such as times the DIS can be reached in the office, frequency with which emails, voicemails, etc. are checked, and how the patient can confirm the DIS’s identity, such as the name of a supervisor and his/her telephone number. It may also be helpful to mention that leaving a message on voicemail is confidential. 
Sending notifications to and from official health department email addresses or profiles also helps to legitimize the notification for the recipient. Partner notification from personal email addresses or digital profiles is NOT allowed. Whenever possible, messages should be accompanied by an automatic request for notification when the message is read.  
[bookmark: _Toc13478761]Language Specificity
Patient characteristics (e.g., adolescent versus adult) and the channel through which the patient is being reached will determine the type of language to use. Care and consideration should be given to both the person to be reached and the channel through which they are being reached when deciding what type of language to use when sending a message. Messages sent by a health department should never include an individual's protected health information. For more information regarding client confidentiality and security, please refer to the TB/HIV/STD Section Confidential Information Security Policy and the POPS Chapter 14 - Client File Organization, Content and Security Standards.
[bookmark: _Toc13478762]9.5.8.2 Confidentiality
DSHS standards for maintaining client confidentiality must be followed in any type of communication that involves an individual who may have had a reactive lab indicating a new infection, been exposed to an STD including HIV, or with persons within the social network identified through case management activities. As these standards emphasize, face-to-face partner notification is the preferred method, followed by telephone notification. Partner notification over the Internet should be used as part of standard public health follow-up in conjunction with and when the preferred methods are unavailable.
[bookmark: _Toc13478763]Reaching the Right Person
It’s very important to ensure all emails and messages are sent to the intended recipients. Locating online partners has become much more challenging due to the variable ease and frequency with which email addresses, screen names, instant messaging, and smartphone app accounts can be obtained and changed. Screen names may be very similar and sound the same. For example, members with the screen names “partyboi” or “Man4U” are likely different users than members with the screen names “partyboy” or “Manforyou.” 
During the original interview, have the OP access email messages, SMS profiles, and saved instant messages to confirm the spelling of partners’ screen names. Be sure that the OP has logged completely out of his/her account when done. Additionally, eliciting descriptive details about partners – such as race, height, weight, interests, location, and other identifying characteristics – can help DIS verify that the correct person is being contacted. The experience reported by many HIV/STD programs around the U.S. is that patient confidentiality can be maintained in the same way that confidentiality is maintained when conducting partner notification via the telephone.
It is important to acknowledge that the people DIS are attempting to contact could share an email account or profile with another person. Profile names that indicate a profile may be shared by two or more people (e.g., “2hotmen”) should be closely reviewed before sending information. If there is evidence that an email or profile is shared, or any level of uncertainty exists, information should not be sent and should be discussed with a supervisor.
[bookmark: _Toc13478764]Protecting Confidentiality
The use of individual identifiers (screen names, email addresses, profile names, etc.) combined with language that specifically mentions exposure to a specific infection, such as HIV, may breach confidentiality. Confidentiality issues associated with online notification can be avoided by using broad or generic messaging that omits any mention of HIV, STD, or sexual activity. Examples of broad or generic messaging include “serious health risk” or “urgent health matter.”
Be aware that different websites and apps have different options that may help maintain or potentially breach confidentiality.  
For example, when creating a profile on certain sex-seeking websites, the default settings include a function that allows all users to see who has visited a profile. Unless that functionality is turned off in the “Accounts Options” section, all users will be able to see that a health department virtually visited a member’s profile. This can lead to breaches in confidentiality or distrust of health department activities.   
Some health departments have found IPS to be more successful when the OP makes first contact with named partners, with follow-up by DIS, versus first contact by DIS.  
DIS can provide support and guidance to the OP about how to notify their sex partners, including language to use, follow-up resources (e.g., testing sites), or example email templates. Patient-initiated Internet messages should include the name and contact information of the DIS.  
When the OP makes first contact with a potentially infected partner, there are generally three ways in which contact can occur:
1. The OP contacts their partner(s) directly, on their own initiative, notifying partners of their potential exposure and indicating that DIS will be reaching out to the partner for HIV/STD screening and partner services. Afterwards, the OP will follow up with the DIS on whether or not partners were contacted. 
2. The OP can also notify their partners in the presence of DIS by contacting partners through health department computers or phones, or by using their own digital devices (e.g., mobile phone). This method provides evidence that partners were contacted and notified. 
3. Lastly, OPs can use third-party sites, which allow them to contact and notify partners anonymously. Limited outcome evaluation data is available on these third-party notification sites and there is potential for false or “joke” notifications. These sites may have the potential to improve partner services for STDs such as chlamydia and gonorrhea, which often do not fall within the purview of partner services. However, for STDs such as HIV and syphilis, the DIS model is still recommended because there is no way to verify that a partner was notified or that the individual sending the notification has a laboratory-confirmed STD.
When a contact calls or comes to the clinic, it is important to ask how the partner was notified of a potential exposure. If the individual was notified via IPS, the DIS may not have the real name of the individual. DIS should ask the individual for the referral letter or number or his/her Internet screen name or email address, then search the case management data system. Once the DIS confirms the identity of the individual through other identifying information obtained from the original patient, the field record needs to be updated. It is important to retain the IPS information such as the screen name and website and not to delete the screen name or website from the field record.
[bookmark: _Toc13478765]9.5.8.3 Email, Text Notification and Mobile Applications (Apps)
The following referral notices are examples of messages that DIS can send to an individual identified in a disease investigation as at-risk for HIV/STD. The dates in the examples are suggested and may be adjusted to accommodate holidays and weekends. A more rapid timeframe is permissible. These notices must be used by DIS.
If, after sending a message (text, email or another online message), the partner or cluster fails to respond:
· DIS should not send more than two messages without first talking with the supervisor, and
· Never send more than a total of three messages. 
At the supervisor’s discretion, language in these examples may be adjusted to be culturally appropriate and/or appropriate to the contact’s health literacy, or for other reasons supervisory staff feel are appropriate. Any alteration to the format must be approved by local management and DSHS central office. Be sure to include a confidentiality statement to the bottom of all correspondence. 
If there is no response after Day 4, the DIS should discuss the situation with their supervisor. The DIS should attempt to re-interview the OP for additional locating information and consider having the OP complete the partner-locating guide (see attached). Also consider having the OP attempt to notify the partner. The OP can explain that a representative from the health department will be contacting him/her with important health-related information and will provide the DIS name and office number. 
On Day 10 of the investigation and after three messaging attempts with no response, the DIS should submit the field record to their supervisor as “unable to locate” or “H”. 
DIS need to have a tracking system for Internet activities such as logs for tracking attempts, replies, and dispositions.
For text messages, which can be seen by others, and for certain social networking sites, like Facebook, where accounts are shared with friends or monitored by parents, broad or generic language such as “urgent health matter” is suggested. 
Because of the unique issues found within online communities, the emails you send to contacts may at first be perceived as “spam” (unsolicited email) or a hoax. To encourage patients to read email and avoid appearing as “spam,” some programs leave the subject field blank, containing no text. Other programs have standard subject lines such as “Confidential message from the (insert local health department name),” or, “Please call the (insert local health department name).” If emails aren’t being read, new subject lines and methods can be considered.
Subsequent attempts to contact the partner may include, where appropriate, additional information to increase the sense of urgency or may request the individual’s consent to receive information via another medium to provide disease-specific exposure information. 
[bookmark: _Toc13478766]Email for Partner Notification
Email - 1st attempt  
Date: sent on Day 1 of the investigation

To: BOBsINLUV@worldnet.com 
From: jinvestigator@dshs.state.tx.us
Subject: Confidential message from the Texas DSHS

***This email is intentionally vague in order to protect your privacy.***
My name is John Investigator, and I am with the Texas Department of State Health Services. I have urgent and confidential health information to discuss with you. I can be reached at my office at (555) 234-5678. Please contact me as soon as possible. Thank you, John Investigator.  

Email - 2nd attempt 
Date: sent on Day 3 of the investigation

To: BOBsINLUV@worldnet.com 
From: jinvegator@dshs.state.tx.us
Subject: Confidential message from the Texas DSHS

***This email is intentionally vague in order to protect your privacy.***
My name is John Investigator and I work with the Texas Department of State Health Services. I attempted to contact you on 01/01/04; I have some very important health information to share with you. This is a very urgent matter, and because of the confidential nature of this information, it is vital you contact me. Please call me at (555) 234-5678. I can be reached at this number from 8am to 5pm, Monday through Friday or you can contact me using my email address jinvestigator@dshs.texas.gov or my cell phone at (555) 255-5888. To assist you in confirming my identity, I have included my supervisor’s name and phone number: Josefina Boss, Program Manager, (555) 234-5679. Please do not delay in contacting me.

John Investigator 
Disease Intervention Specialist 
Texas Department of State Health Services 
South Central District Office 
(555) 234-5678  
Note: Email Partner Notification in the City of San Francisco Project Area was more successful when the original patient made contact first, with a follow-up by the DIS (60%), as compared to the DIS making first contact (21%).

Email - 3rd attempt (option one) 
Date: sent on Day 7 of the investigation

To: BOBsINLUV@worldnet.com 
From: jinvestigator@dshs.state.tx.us 
Subject: Please call the Texas Department of State Health Services

***This email is intentionally vague in order to protect your privacy.***
I am John Investigator with the Texas Department of State Health Services. This is my third attempt to contact you through this email address. On 01/01/04 and 01/03/04, I sent you an email asking you contact me ASAP, because I have urgent health information to pass on to you. It is vital that you contact me immediately. As this is my only means of contacting you currently, I hope you take this message seriously. I can be reached at my office Monday–Friday 7:30AM through 4:30PM or at my email address jinvestigator@dshs.texas.gov, or my cell phone at (555) 255-5888. To confirm my identity, you can contact my supervisor at (555) 234-5679. Please do not delay!!!

John Investigator 
Disease Intervention Specialist 
Texas Department of State Health Services
South Central Office  
 
Email – 3rd attempt (option two) 
Date: sent on Day 7 of the investigation

To: BobsINLUV@worldnet.com 
From: jboss@dshs.state.tx.us 
Subject: Please call the Texas Department of State Health Services

***This email is intentionally vague to protect your privacy.***
My name is Josefina Boss and I work with the Texas Department of State Health Services. You have received prior emails from one of my employees, John Investigator. As John’s supervisor, I am concerned that we have not heard from you. We have some urgent and confidential information we need to discuss with you, so please call John at (555) 234-5678, or myself at the number below.

Josefina Supervisor 
Texas Department of State Health Services
DIS Supervisor 
(555) 234-5679 



[bookmark: _Toc13478767]Text Messaging/Short Message Service (SMS) for Partner Notification
Examples of language to use when texting clients for partner services:
I am John Investigator with Travis County and I need to speak with you. Please call me as soon as possible at (555) 255-5888.

I am with Travis County and I have important information regarding your personal health. Please call me as soon as possible at (555) 255-5888.

I am with Travis County and I have information regarding an urgent health matter. Please call me at (555) 255-5888.

I have made numerous attempts to contact you. It is very important that we talk. Please call me at (555) 255-5888.

If a client responds to your text message with another text message instead of calling, use an approved message to encourage the client to call you.
Never respond to a text message from an individual that contains PHI. Instead, send a new text message to encourage the individual to call you.
Examples are: 
I am not able to give you specific information in a text message. Please call me at (555) 255-5888

I can tell you more when you call. Please call me at (555) 255-5888

This is urgent and needs your immediate attention. Please call me at (555) 255-5888

The information I have for you is confidential. I can tell you more when you call. Please call me at (555) 255-5888

When you are unsure how to respond to a text message, ask your supervisor or manager for guidance. Managers and supervisors are responsible for insuring that staff understand the proper use of text messaging.
[bookmark: _Toc13478768]Confirming Your Identity
The individual may want to confirm the identity of the DIS (who he/she is and where he/she works) to ensure your message is real. Steps to facilitate this process could be as simple as using the DIS-assigned regional or local email address (including the health department logo) within an email or providing a health department phone number and the name of the DIS supervisor or STD manager that could be verified by the individual. Once the individual understands this is a legitimate and urgent matter, the individual may be more likely to respond.
Always use a cell phone or landline telephone with Caller I.D. capabilities. Record the telephone number the patient called from immediately following the call.
[bookmark: _Toc13478769]Communication Etiquette
Understanding and using mobile device etiquette is important and can help improve response rates from patients and/or their contacts. Here are some helpful tips.
· Always be professional. Avoid the use of abbreviations, jargon, acronyms, or images.
· Be timely in responding to returned texts. Returned texts can come at any time of the day. Be prepared to respond within a reasonable time frame, ideally within the same business day, as possible. If you receive a text after hours, return by the following morning. Check with your supervisor on agency policies regarding returning texts outside of regular business hours.
· Recognize it is extremely difficult to discern tone in online or text messages. It is very hard to discern humor, sarcasm, etc. from text. 
· Remember some users may not have a text messaging plan and each incoming and outgoing text may cost them money.
· Obtain the person’s permission if, after contacting a patient or partner, the DIS would like to text to confirm an appointment or meeting time.  
· Remember messages may be limited in character count. For example, a text message over 160 characters may be split into two messages.
[bookmark: _Toc13478770]9.5.8.4 Follow-Up
Some individuals may consider seeking services at their private medical provider. The DIS will obtain the provider information and alert the provider of the individual’s exposure when appropriate. The individual should be advised to print the email from the DIS and ask the provider to call the DIS to confirm the urgency of the matter and the recommended examination, testing, and treatment protocols. Before providing any information over the phone to the provider, the DIS must confirm the identity of the provider by taking a name and office phone number where the provider can be reached.
When a contact telephones or comes to the clinic, ask how he/she was notified. If the individual was notified via e-mail or internet, the DIS may not have the real name. Ask the individual for his/her internet screen name or e-mail address and conduct the THISIS search. Once the DIS confirms the identity of the individual through other locating information obtained from the original patient, update the field record with the real name and place an updated version of the field record in the Expected-In box. Do not delete the screen name from A.K.A.
Document all email and online message correspondences in the follow-up activities section of THISIS. Documentation should include a summary of the content of the messages, as well as the date and time messages were sent and received.
[bookmark: _Toc13478771]9.5.8.5 IPS Staffing and Supervision
Only a limited number of DIS will have access to conduct IPS. However, it is advantageous for all DIS to be familiar with popular websites, mobile apps, and other online meeting venues to conduct thorough interviews.
Supervisors are responsible for monitoring IPS activities. Supervisors should maintain a list of all IPS-related passwords and screen or profile names used or referred to by the patients. Additionally, supervisors should have access to all exchanges made between DIS and patients to evaluate staff activities, provide feedback, and assess quality assurance.
All DIS performing IPS activities should be familiar with Section 9.5.8 of the POPS and sign an agreement of acknowledgement and acceptable use of state-issued mobile devices. Below is an example of the language that may be included on the agreement:
By signing below, I acknowledge that accessing these websites and/or apps on my state-issued phone/computer will be for professional purposes only. Personal use will not be tolerated, and abuse of this privilege will lead to termination of access and possibly further disciplinary or corrective actions.
2

