Contracts Management Unit - Substance Abuse
CMBHS SECURITY ATTESTATION FORM
[bookmark: Text43][bookmark: _GoBack]Agency Name:       
Attestation Statement:
As a contractor of the Department of State Health Services (DSHS), I hereby attest to the following:
No unauthorized personnel (current or former) have access to any Department of State Health Services (DSHS) database that may be utilized in conducting business with DSHS.  
We have removed access for all users who are no longer authorized to access secure data, and have removed access to aforementioned databases for all former employees, former contracted labor and former subcontractors of our agency.  
We have implemented and maintain a system for management of user accounts/user roles for the purpose of ensuring that all the user accounts are current.  
We maintain a security policy that ensures adequate system security and protection of confidential information.  We also understand that we may be required to submit documentation of this policy to DSHS for review.
We shall notify DSHS, by updating this form, within 10 business days of any change to the designated Primary Security Administrator or the Back-up Security Administrator. In addition we shall notify the CMBHS Helpdesk at 1-866-806-7806 of any changes to the designated Primary or Back-up Security Administrators.
The names, addresses and phone numbers for Security Administrator Personnel for our agency are as follows: 
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Primary Security Administrator
[bookmark: Text38]Name:       
Address:       
City, State, Zip:       
Phone Number:       
Email:       
Back-up Security Administrator
Name:       
Address:       
City, State, Zip:       
Phone Number:       
Email:       
Executive Director Signature
[bookmark: Text35]Executive Director (signature):       
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CMBHS Authorized User List
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Fiscal Year 2015 Contract General Provisions
Sections 25.03, 25.04, 25.05, and 25.06:
Section 25.03 Security Administrator and Authorized Users.
Contractor shall designate a Security Administrator and a back-up Security Administrator. The Security Administrator is required to implement and maintain a system for management of user accounts/user roles to ensure that all the CMBHS user accounts are current. Contractor shall have a security policy that ensures adequate system security and protection of confidential information. Contractor shall notify the CMBHS Help-desk within ten (10) business days of any change to the designated Security Administrator or the back-up Security Administrator.
a) Contractor shall ensure that access to CMBHS is restricted to only currently authorized users. Contractor shall, within 24 hours, remove access to users who are no longer authorized to have access to secure data in CMBHS.
b) Contractor shall maintain the CMBHS Authorized Users List which includes former and current Contractor’s employees, contracted labor, subcontractors or any other users authorized to have access to secure data in CMBHS. The CMBHS Authorized Users List shall document whose authority has been added and terminated; and the date the authority was added and terminated.
c) Contractor shall electronically submit the CMBHS Security Attestation Form and the CMBHS Authorized Users List bi-annually (September 15, 2014 and March 16, 2015), to the following e-mail address: SubstanceAbuse.Contracts@dshs.state.tx.us.
d) Contractor shall continually maintain the current CMBHS Authorized Users List on file and make available to DSHS upon request within five business days.
Section 25.04 Security Violations and Accounts Updates.
Contractor shall notify the contract manager assigned to the Program Attachment immediately if a security violation is detected, or if Contractor has any reason to suspect that the security or integrity of the CMBHS data has been or may be compromised in any way. Contractor shall immediately block access to CMBHS of any person who should no longer have access to CMBHS, due to severance of employment with Contractor or otherwise, or immediately modify access when there is a change in a user’s job responsibilities that affects the user’s need for access to CMBHS, and update records on a daily basis to reflect any changes in account status.
Section 25.05 Electronic Transfer of Information.
Contractor shall establish and maintain adequate internal controls, security, and oversight for the approval and electronic transfer of information regarding payments and reporting requirements. Contractor certifies that the electronic payment requests and reports transmitted will contain true, accurate, and complete information.
Section 25.06 Access.
DSHS reserves the right to limit or deny access to the CMBHS by Contractor at any time for any reason deemed appropriate by DSHS. Organizational access to CMBHS will be placed in inactive status when the Contractor ceases to have an executed contract with DSHS Mental Health and Substance Abuse Division.
