DSHS Secure FTP Instructions

NOTE: Screenshots are for illustration purposes only! Please follow written directions! Important directions
will be in RED.

Getting logged into the DSHS secure ftp server:

Please note that on the screen snapshots in this document you will see the account logged in as “Academic
Linkages” with a Username of “a-links.” This was just the account that | used while creating this document. The
screens that you will see should be very similar, only with your account information displayed where
appropriate.

1. Open up a web browser application, such as Microsoft’s Internet Explorer.
2. Inthe address bar type in the following web address: sftp.dshs.state.tx.us

3. Once you hit Enter or click on the Go button you may get the following web page:

= Certificate Error: Navigation Blocked - Windows Internet Explorer

‘Q tty 0.dshis stete.bx.us V‘ 5| x | | R 5 [P~
File Edit Yiew Favorites Tools Help

7.7 Favorites | @ Certificate Error: Havigation Blocked

@ There is a problem with this website's security certificate.

The security certificate presented by this website was issued for a different website's address.

Security certificate problems may indicate an attempt to fool you or intercept any data you
send to the server.

We recommend that you close this webpage and do not continue to this website.
@ click here to cose this webpage.

& Continue to this website (not recommended).

& More information

http:/{sftp.dshs.state.tx,us/ Olnternet fa ~ * 100% v

For those of you that do get the web page displayed above, please just click on the “Continue to this website
(not recommended)” link to continue to the Sign On web page. (The above web page sometimes appears
due to a certificate error that we are trying to get fixed.) Once you are logged into the web site ALL file
transfers to and from the sftp server are handled securely through the web browser’s SSL encryption.

4. On the Sign On page type in your Username (or User ID; in this case it is “dshs-printshop”) and the password
(current password is “gs.c9piW”) that was provided to you for use with the secure ftp system. Once you are
ready click on the “Sign On” button.

page 1



If you typed in the login credentials from step 4 correctly, then you should now be viewing the following
web page:

(= DSHS: Academic Linkages - Windows Internet Explorer

@"f > i » state.tx.us Vj&;‘,' Certificate Error \ || X { y . —‘ o~

File Edit Yiew Favorites Tools Help

7 Favorites | W DSHS: Academic Linkages

skip repetitive navijation

x*
Bx..y TEXAS
ba A"\ Department of State Health Services
Signed onto DSHS as Academic Linkages (a-links). Account Options - Sign Out
® Home " . 2
\5 Loas WARNING!: The Upload/Download Wizard did not load.
e 7 Click here to reinstall the Wizard from the Wizard Status page.
Need Help?

(7} Online Manual

0 Welcome to DSHS! Please watch this area for important messages.
@ Tech Support

Alltime and date stamps & Home
displayed on this site k
are GMT -5, except
time and date stamps
recorded during siandard Announcements
time (GMT -6). Welcome to the CSHS sFTP Server. Watch this locatior for
announcements

Posted by mmiller at 7/15/2009 11:01:49 AM
Browse Files and Folders...

E3 GoTo Your Home Folder

Upload a File Now...

Sclecta folder:| Home / alinks v |

Pick a file with the "Browse” button:
j Browse...

Enter any applicaole notes: |

1lmland ] Y
Done € Internet ‘3 v HM100% -

The only thing to note on this web page is the “WARNING:” message in red about “The Upload/Download
Wizard did not load.” If you are going to be uploading one file at a time (no matter how big it is) then you
can totally ignore this message. Even if you are going to be uploading 2 or 3 files while you are signed into
the system, but only 1 of them at a time, then you will not really need the Wizard. Even pretty large files
transfer really fast, so the Upload/Download Wizard will only really help you out when you are transferring
several files at one time. You can still use the Wizard for just one file, but what the system already has in
place without the Wizard is a lot easier when dealing with just one file.

For now, these instructions will continue without using the Upload/Download Wizard. If | get a chance in
the near future | shall add more to this document that explains how to install and use the Upload/Download
Wizard.

IMPORTANT: In the “Select Folder” under “Upload a File Now...,” make sure the folder “Incoming” is
selected!!
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Uploading a file:

1. To walk you through the upload process we shall start from a known point. Basically, reading starting at this
point we shall assume that you have just signed onto the system. If at any point you get lost you can start
over from this step by clicking on the “Home” link. The “Home” link is located just under the grey bar and is
on the very left hand-side of the web page. (Refer to where the mouse is in the screen snapshot below.)

/= DSHS: Academic Linkages - Windows Internet Explorer

) o [. https)/fsftp.dshsisis, Vi‘z? Certiﬁc...’ |+ || X 1:” ive Search | R -

File Edit View Favorites Tools Help

5.7 Favorites ;’DSHS: Acacemic Linkages
‘ ~
| skip repetitive navigation a
e
| Bx..y TEXAS
| baA\ Department of State Health Services
‘ Signed onto DSHS as Academic Linkages (a-links). Account Options - Sign Out

® Hgome

L) ﬁ g Account Options (Academic Linkages)

? = = =

Need Help? Expiration Details...

@ Online Manual Your account will expire...

@ Tech Support on 7/27/2010 12:25:44 PM unless account is used again (7 day(s)

after last signon)

‘ All time and date stamps

displayed on this site Change Your Password...
‘ are GMT -5, except - .

: Enter Your Old [ -
’ time a?d.da.ate‘starr.)ps. : Paeswnnd \| ‘D v
https:}/sftp.dshs.state.tx.usfhumen.aspx?r=1616: 0 Internet 3 - H100% ~

The “Home” link can be found on just about every web page that you can navigate to and when you click on
it will take you back to your “home web page” within the secure ftp server environment.
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Start from your home web page. (See step 1 on how to get to your home web page within the secure ftp
server if you are having trouble seeing something very similar to the screen snapshot below.) About half-
way down the web page you will see a section that is entitled “Upload a File Now.” The only two things that
you really want to notice in this section are the “Browse” and “Upload” buttons.

Most of the other options that you can change here you are not going to want to mess with, anyway.

Besides, they have already been set the way that you need them to be when you first signed onto the
system.

£ DSHS: Academic Linkages - Windows Internet Explorer

@\“_./" L. i p.dshs skatelbaus/huma =0FIAIS65654 { v | certiicate Error || 3|1 42| X | |9 Live searel ‘ R~

File Edit Yiew Favorites Tools Help

i Favorites | @ DSHS: Academic Linkages

|2

x5y TEXAS
ba A\ Department of State Health Services

Signed onto DSHS as Academic Linkages (a-links). Account Options - Sign Out
® Home 3 X S
\) Loas WARNING!: The Upload/Download Wizard did not load.
e 7 Click here to reinstall the Wizard from the Wizard Status page.
Need Help? ;i
@ online Manual @ Home
@ Tech support
Alltime and date stamps Announcements
displayed on this site Welcome to the DSHS sFTP Server. Watch this location for
are GMT -5, except announcements
time and date stamps Posted by mmiller at 7/15/2009 11:01:49 AM
recorded during standa-d
time (GMT -6).

Browse Files and Folders...

B3 Go To Your Home Folder

Upload a File Now...

Pick a file with the "Browse™ bution: m
|CBrowse.. ]

Enter any applicable notes: ‘
.and then press the "Upload" button: |- Upload -

VWARNING!: The Upload/Download Wizard did not load.

4" Clicle hara tn rainetall $ha Wfizard fram tha Wfizard Ciabie naan i

Olnternet {3 v ®W100% ~
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3. Go ahead and click on the “Browse” button. If you use Windows very much at all then the “Choose File to
Upload” navigation window that comes up should look pretty familiar to you. (See screen snapshot below.)
Simply navigate around your drive and directory tree structure on your system to locate the file that you
want to upload. When you locate it, click on it and its name should populate the “File name” field near the
bottom of the window.

Choose File to Upload

.
L

Desktop

)

My Docaments

Look jn: | [ Test

#

> E®E-

21X

B 3 [)Source
L_Q () Transfer
My Recent Z
Docunents

My Conputer
«
My Network File nhame:
Places
Files of type:

IT est.txt

El

| &0l Files (%)

3]

| Open |

Cancel I |

“ |

4. Once you have selected the file that you are going to upload, click on the “Open” button, also near the
bottom of the “Choose File to Upload” navigation window, on the right-hand side.

Choose File to Upload

£

> E2 -

21X

Look jh: l ) Test
B ()Source
L;é" () Transfer
My Recent [
Docunents
F—
L
Desktop
My Docaments
My Conputer
“
My Network File name:
Places
Files of type:

ITest.txt LI | L\\_E_lpen I
| Al Files %) | Cancel |
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You should now be back on the web page that you were just previously at, before you clicked on the
“Browse” button. However, the important difference is that now the edit text box just before the “Browse”

button will be filled in with the complete path and file name of the file that you just selected. (See screen
snapshot below.)

= DSHS: Academic Linkages - Windows Internet Explorer

@;, ® l’ Lt Lo dshs state:tx.us)human, asy

=l T
fhomi Vlﬁg‘CertiﬁcateError B[ #)| X | |&F Live Searct ‘ P
File Edit Yiew Favorites Tools Help
1y Favorites | B D5-5: Academic Linkages
skip repetitive navigatior,

|2

B’y TEXAS
ba A\ Department of State Health Services

Signed onto DSHS 3s Academic Linkages (a-links). Account Options - Sign Out

OHome LT IO s e e
\') E WARNING!: The Upload/Download Wizard did not load.
Logs 7 Click here to reinstall the Wizard from the Wizard Status page.
Need Help?
@ online Manual e Home
@ Tech support
Alltime and date stamps Announcements
displayed on this site Welcome to the DSHS sFTP Server. Watch this location for
are GMT -5, except announcements
time and date stamps Posted by mmiller at 7/15/2009 11:01:49 AM
recorded during standa-d
time (GMT -6).

Browse Files and Folders...

B3 GoTo Your Home Folder

Upload a File Now...
Select a folder: Lljgmie / alinks |

Pick a file with the "Browse" bution: m
hrois\MOVEit\Test\Test.txt| Browse... |

Enter any applicablt\%otes: [
.and then press the "Upload" button: |_- Upload -

WARNING!: The Upload/Download Wizard did not load.

4 Clicle hara tn rainetall $ha WWlizard fram tha Wifizard Ciabie nann

& Internet A v ®100% v -
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6. Now you may click on the “Upload” button. (See screen snapshot below.)

= DSHS: Academic Linkages - Windows Internet Explorer

@VE:..V ‘. nttos:{/sfoidshs statelbxius/human asp=2931956565Ara1 2=hom V[@'CertiﬁcataError A ‘2 X | &Y Live Searct

File Edit Yiew Favorites Tools Help
¢ Favorites | . D5S: Academic Linkages

"~
skip repetitive navigatior 1

Bx"y TEXAS

ba A"\ Department of State Health Services

Signed onto DSHS 3s Academic Linkages (a-links). Account Options - Sign Out
© Home

/ WARNING!: The Upload/Download Wizard did not load.
v Logs

7 Click here to reinstall the Wizard from the Wizard Status page.

Need Help?
@ online Manual 6 Home

@ Tech support

Announcements
Alltime and date stamps
displayed on this site Welcome to the DSHS sFTP Server. Watch this location for
are GMT -5, except announcements

time and date stamps
recorded during standa-d
time (GMT -6).

Posted by mmiller at 7/15/2009 11:01:49 AM

Browse Files and Folders...

E3 GoTo Your Home Folder

Upload a File Now...

Select a folder: HMJ

Pick a file with the "Browse" bution: m
Irois\MOVEit\Test\Test txt| [_Browse... |

Enter any applicable notes: [

.and then press the "Upload" button: |_- Upload *I:

VWARNING!: The Upload/Download Wizard did not load.
4" Clicl hara ta rainectall tha Wfizard fram tha Wfizard Ctatiie nann ¥

JMOVEItISAPI/MOVEItISAPL dil?action=upload_nowiz

@ Internet 2~ Ri100% v

This will take a copy of the file that you selected from your system and transfer it via an encrypted SSL ftp

format to the secure ftp server to the /Home/a-links directory. (Again, please note that this is using the “a-
links” Username for this example.)
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7. Once the upload is complete you should see an “information” icon informing you of the successful transfer.

aw:n
|

The “information” icon is the blue circle with the white letter “i” inside of it. If you look just above the
mouse cursor in the below screen snapshot you can see the text “Uploaded new file with ID #631337936
OK.” And please do not worry about the ID number. That is just a unique number that the system assigns to

each and every file that transfers in and out so that it can keep track of that file while it is in the system.

The part that you need to see out of the text is the “Uploaded new file” and the “OK” at the end. If you see
that then you can rest assured that your file made it to the secure ftp server just fine.

{2 DSHS: Academic Linkages - Windows Internet Explorer
S r 2 2

@‘- | \. state.bx.us ¥ | % Certificate Error || 14| | #2| | X | |&F Live ‘ Pl
File Edit View Favorites Tools Help

. Favorites . D5S: Academic Linkages

skip repetitive navigatior

**
Bx5y TEXAS
ba A"\ Department of State Health Services
Signed onto DSHS as Academic Linkages (a-links). Account Options - Sign Out
® Home ) = 3
\) —LO = WARNING!: The Upload/Download Wizard did not load.
=ogs 7 Click here to reinstall the Wizard from the Wizard Status page.
Need Help?
@ oniine Manual @ Uploaded new file with ID #631337936' OK.
@ Tech Support

All time and date stamps @ Home
displayed on this site
are GMT -5, except

time and date stamps Announcements

recorded during standa-d

time (GMT -6). Welcome to the DSHS sFTP Server. Watch this location for
announcements

Posted by mmiller at 7/15/2009 11:01:49 AM
Browse Files and Folders...

B3 Go To Your Home Folder

Upload a File Now...
Sclect a folder: | Home / a-links t’:

Pick a file with the "Browse” bution:

|| Browse...

Enter any applicable notes: ‘7 - N -

= 1lnland : Y
Done & Internet {3 ~ ®100% ~

If you look around at some of the links, like “Go To Your Home Folder,” then you can actually find where the file
resides at within your directory structure on the secure ftp server. Do not be afraid to navigate to any of the
other web pages within the sftp server that you have access to. Just be careful if you get into any of the
“Account Options” web pages, as changing things there will affect the way your signed-in Username “sees”
some of the things on your web pages.

Hopefully, this document has most of the information in it that you need to get connected to the secure ftp
server and start transferring files. If you have any questions, please don’t hesitate to call or email me. Thank
you.

Contact Information:

Jeffrey Westlund Computer Programmer Network Operations Work Phone: (512) 458-7111, extension 6093
Work Email: Jeffrey.Westlund@dshs.state.tx.us
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